
Experts are fl ooding the global 
market with information about 
cybersecurity and new products 
to keep your company safe. Many 
business owners are confused 
about what it means to truly be 
protected. Putting cybersecurity 
in place just isn’t enough. Take a 
look at these fi ve ways to regularly 
evaluate cybersecurity for your 
business.

What is cybersecurity?  While this 
term is a huge buzz word in the 
media today, many people believe it 
is simply about staying safe online. 
Oh but it is so much more than 
that. Businesses not only need to 
ensure their users are safe online 
but also implement techniques 
to protect the integrity of their 
network, programs and data from 
harmful attacks and losses online. 
So, we’ve put together a handful of 
tips to help you regularly evaluate 
your business network.

50% of small to mid-size business 
owners like you, experience an 
attack.
The basis of cybersecurity is 
strategy. It is a compilation of 
efforts to protect your company 
data and network from major 
cyber threats. Threats can come 
from a variety of places like 
malware, phishing scams or even 
ransomware. While you don’t 
need to be an expert to keep your 
company safe, being aware and 
setting the proper tools in place to 
catch these nasty invasions before 
they become a liability will help you 
avoid disruptive cyberterrorism, 
cyberwarfare, and cyberespionage 
attacks. Remediation for these 
types of disruptions can become 
extremely costly crippling your 
company. What should you be 
looking for?

1. Evaluate your company’s 
standard operating procedures.  
This is one of the most 
overlooked items on our list. 
Most companies put big name 
products in place to catch 
attacks when they come 
knocking on the door, but there 
are many types of attacks that 
can be avoided simply just 
by staying informed. Create a 
cybersecurity policy for your 
business and keep talking about 
it. Your staff is 100% involved 
in keeping your company safe. 
Include procedures to protect 
your company data like password 
policies, authentication 
protocols, and even steps to 
report issues as they arise. 

2. Make sure all your devices 
and programs are updated 
and patched regularly.  This is 
a tip that is always included in 
these types of articles, but it is 
so critical. When you see the 
little pop-ups on your computer 
that there is an update, don’t 
hesitate. Cyber threats are an 
ever evolving animal. Regular 
updates and patches for your 
laptops, desktop computers, 
even mobile devices, browsers 
and software will help you stay 
protected from the most recent 
threats. 

3. Make sure your backups 
are running and complete.  
Do you know what is actually 
being backed-up? Review your 
backup strategy to ensure all 
your critical data is included and 
retrievable. We have seen quite 
a few new clients that thought 
they had been running full 
backups, but really only part of 
what they needed was included. 
In addition, test your backups 
at least once each quarter to 
ensure you can
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Offi ce 365: More 
Than Just E-mail 

It seems everyone is making good 
use of cloud programs or cloud 
services somewhere in their lives. 
Why not dive into this new wave of 
technology with Offi ce 365 for your 
business.

What is Offi ce 365 (O365)? Many 
people initially thought O365 
was like Gmail from Google. Just 
another e-mail offering on the 
market. However, Microsoft’s 
goal was to create a suite full 
of applications and services to 
bring users into a more functional 
space that is easy to maintain. 
The additional Microsoft add-ons 
coupled with services like Skype 
for business, cloud storage options 
(like OneDrive) and even Microsoft 
Teams (a chat and collaboration 
program) may give any small to 
mid-sized company a leg up over 
the competition. 

Sounds expensive. Well, it’s really 
not. Surprisingly, implementing 
Offi ce 365 is the most expensive 
thing about switching. There is 
always a bit of migration to do 
when changing over to a new e-mail 
service, so the labor is truly the 
largest investment you’ll make. 
From there, the monthly per user 
costs for O365 are so low, that 
even annual renewals for software 
and e-mail services like these won’t 
save you money.

Ready to take a chance on Offi ce 
365?  If you’ve been keeping your 
eye on O365 for some time, it’s 
ready. We’ve had clients using it 
for years now. While some issues 
are unavoidable, we generally see 
them stem from internal network 
problems not directly from O365. If 
you’d like to learn more, give us a 
call today. 

Like us @
thedigitalarchitectsinc

Follow us @
TDATech
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actually retrieve your data. 
Backups can become corrupt 
and there is nothing worse than 
trying to retrieve a fi le only to fi nd 
the most recent backup is also 
compromised.

4.  Make sure your business Wi-Fi 
network is secure.  Wi-Fi networks 
are one of the most vulnerable 
sources for businesses today. While 
it is a major value add for visitors 
in your establishment, Wi-Fi can 
leave an open portal right into your 
network. We recommend creating 
a separate open Wi-Fi connection 
just for customers to use. 
Something completely separate 
from your regular network. Guests 
and employees should never have 
the same Wi-Fi connection.

5. Run a full Network Security 
Audit each year.  Has it been 
a while since you’ve looked at 
how your network works and 
cybersecurity? Give TDA a call and 
ask for a full review. An annual 
assessment of your business 
network is an essential component 
to ensure your company is staying 
abreast of current threats. Your 
IT guys should be able to explain 
the antivirus software you have 
in place, share information about 
your fi rewall, identify the most 
recent updates and patches, and 
show you the security practices 
they use to protect your sensitive 
information and, most importantly,  
your backup solution.  

Worried about backups or cyber 
threats?  We will conduct a FREE 
Network Security Audit to uncover 
any vulnerabilities. 

Contact TDA today
gethelp@tdai.net 
410.604.3215

Upgrade Or Just Update?
Software companies release updates often to add features, update current 
features and patch vulnerabilities. These updates address functionality and 
security concerns from users just like you. So, how do you know if you should 
just keep updating or if it’s time for 
an upgrade?

What are updates?  Updates simply 
modify the current product with the 
latest additional features, security 
patches, and enhancements. Regular 
updates will help keep your software 
secure. 

What is an upgrade?  Upgrading is 
replacing your current solution with 
a newer, often better, version of your 
software or a completely new type of 
program. This can be quite an undertaking. 

How do you know what’s best?  It’s all preference really. Some industries 
have specifi c software required to stay competitive. In this case, updates may 
be perfect. However, there are new software solutions released each year that 
enhance many functions for business. Explore additional options for your more 
generic programs annually. You may fi nd a new upgrade that could help you 
streamline your operations. 

Be Prepared For Unexpected Power Outages
Are you prepared for the next big unexpected power outage? Power is 
necessary to run your business, but what happens when the power suddenly 
goes out? Your company could lose a ton of money. Having a plan in place will 
reduce downtime.  

Power outages can occur at any time and bring your operation to a screaming 
halt.  Be prepared with these quick tips to avoid major losses: 

• Have a plan to deliver services and products to your customers whether you 
have power or not.

• Educate all your staff members and practice emergency response drills.

• Invest in uninterrupted power supply units, better known as UPS devices. 
They will ensure your equipment is shut down property and in effect 
minimize hardware damages and prevent data loss.

• A back-up generator is a simple way to minimize unexpected computer 
downtime. A trained professional can help determine the proper generator 
size for your business, install it and recommend regular maintenance 
routines to keep it working in case of an emergency. 

Know your needs - Power outage, fl ood, or fi re, know what you need to keep 
your business going. An ounce of prevention can save you a ton of money.

Give TDA a call so we can help you get ready, before you are left in the dark.



Backup So You Can 
Recover In A Disaster

It’s that time of year again when 
winter storms take their toll on us. 
Natural disasters, physical threats, 
even man-made disasters can 
negatively impact your business. 

Plan for disasters.  Even small 
disruptions can knock things off 
track. Create a disaster recovery 
plan and contingency plan to 
keep your business afl oat when 
there are power outages, fl ooding 
or even theft. When employees 
know what to do and are confi dent 
in their ability to make the right 
decisions for your business, they 
are more likely to effi ciently handle 
any disaster.

Planning doesn’t have to be 
diffi cult.  There are a variety of 
resources on line to help get you 
started. Start by visiting your 
community web pages and make 
a list of emergency response 
phone numbers and contacts. 
Visit www.sbaonline.sba.gov
or www.redcross.org for more 
details and resources to build your 
preparedness plans.

Be proactive about technology. 
When it comes to disasters, 
technology is a more diffi cult piece 
to remedy. No one wants to run 
in and out of a burning building 
to collect computers, monitors, 
servers or phones—that’s just 
crazy. So, think ahead. Put a daily 
offsite backup solution in place 
to ensure your company data is 
safe from harm. These backups 
can be restored on any computer 
so if you experience a total loss, 
your company can keep running 
from laptops and your environment 
can be more easily restored. Need 
help? Give us a call!

Section 179
If you’re seriously considering new equipment for your business, don’t miss 
out on the new limits for Section 179.

Give yourself a tax break for investing in your business technology.  Most 
people think the Section 179 deduction is too complicated or that they won’t 
qualify. Really, it just allows businesses to deduct the full purchase price of 
qualifying equipment and software during the tax year. Visit www.section179.
org for more details. 

Limits have changed.  The new 2018 deduction limit is $1,000,000 for new 
and used equipment as well as off-the-shelf software. However, the equipment 
must be purchased and put in place before December 31st.

Need assistance with fi nancing?  Ask us about options available including 
equipment lease fi nancing solutions that make it easy to acquire, manage 
and control your assets.  We can assist with simplifying the process allowing 
technology upgrades and possible tax savings, while preserving cash on hand.

Give us a call to review your equipment needs, providing pricing and 
schedule installation before 2018 Section 179 time runs out!
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Contact TDA today
gethelp@tdai.net 
410.604.3215
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Inquiring Minds...

Jeannie recommends the 
Apple Watch4 ($499). She let 
Santa know that she wants to 
be more connected!

Wendy is giving a Google 
Home Hub ($149). This is 
a touchscreen and voice-
activated smart device that 
allows you to manage your 
home from a single screen.

Ashley let Santa know she’d 
like Beats Solo3 Wireless On-
Ear Headphones ($300) Great 
for working out, running or 
traveling with no wires to get 
in the way!

Jeff’s recommendation is an 
Echo Show (2nd gen) ($229). 
The Echo Show allows you to 
watch videos, movies, and TV 
shows on its vibrant 10.1” HD 

screen while giving you all of 
the features of Alexa.

Holly is wondering if Santa 
will bring her an Indoor Pet 
Monitor Camera with 2-way 
audio and video ($40) so 
she can keep an eye on her 
doggies while she is busy at 
work.

Christine wants to be sure 
Santa’s phone doesn’t run 
out of Christmas spirit - so 
she let him know about the 
Mini Unicorn Power Bank 
Portable Charger ($13). Yes 
Santa, there are other options 
besides unicorns.

And Paul recommends the 
Kodak mini 2 photo printer. 
($90) Why you ask? Because 
he used it at his wedding... 

Ashley Lednum
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Jeff Christ Paul LucasHolly Laucht

Gifts that are fun to give and receive!

From our families to yours, 
we wish you a very happy and safe holiday!

Congratulations
Mr. & Mrs. Lucas!

Paul and Angie were married 
on November 17th at the Carver Lake 

Venue in Prospect Hill, NC.
We wish them a lifetime of  happiness!


