
Experts are fl ooding the global 
market with information about 
cybersecurity and new products 
to keep your company safe. 
Many business owners are 
confused about what it means 
to truly be protected. Putting 
cybersecurity in place just isn’t 
enough. Take a look at these 
fi ve ways to regularly evaluate 
cybersecurity for your business.

What is cybersecurity?  While 
this term is a huge buzz word in 
the media today, many people 
believe it is simply about staying 
safe online. Oh but it is so much 
more than that. Businesses 
not only need to ensure their 
users are safe online but also 
implement techniques to protect 
the integrity of their network, 
programs and data from harmful 
attacks and losses online. So, 
we’ve put together a handful 
of tips to help you regularly 
evaluate your business network.

50% of small to mid-size 
business owners like you, 
experience an attack.
The basis of cybersecurity is 
strategy. It is a compilation of 
efforts to protect your company 
data and network from major 
cyber threats. Threats can 
come from a variety of places 
like malware, phishing scams 
or even ransomware. While 
you don’t need to be an expert 
to keep your company safe, 
being aware and setting the 
proper tools in place to catch 
these nasty invasions before 
they become a liability will 
help you avoid disruptive 
cyberterrorism, cyberwarfare, 
and cyberespionage attacks. 
Remediation for these types 
of disruptions can become 
extremely costly crippling your 
company. What should you be 
looking for?

1. Evaluate your company’s 
standard operating procedures.  
This is one of the most 
overlooked items on our list. 
Most companies put big name 
products in place to catch 
attacks when they come 
knocking on the door, but there 
are many types of attacks that 
can be avoided simply just 
by staying informed. Create a 
cybersecurity policy for your 
business and keep talking about 
it. Your staff is 100% involved 
in keeping your company 
safe. Include procedures 
to protect your company 
data like password policies, 
authentication protocols, and 
even steps to report issues as 
they arise. 

2. Make sure all your devices 
and programs are updated 
and patched regularly.  This is 
a tip that is always included in 
these types of articles, but it is 
so critical. When you see the 
little pop-ups on your computer 
that there is an update, don’t 
hesitate. Cyber threats are an 
ever evolving animal. Regular 
updates and patches for your 
laptops, desktop computers, 
even mobile devices, browsers 
and software will help you stay 
protected from the most recent 
threats. 

3. Make sure your backups 
are running and complete.  Do 
you know what is actually being 
backed-up? Review your backup 
strategy to ensure all your critical 
data is included and retrievable. 
We have seen quite a few new 
clients that thought they had 
been running full backups, but 
really only 2 of what they needed 
was included. In addition, test 
your backups at least once each 
quarter to ensure you can
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Offi ce 365: More 
Than Just E-mail 

It seems everyone is making good 
use of cloud programs or cloud 
services somewhere in their lives. 
Why not dive into this new wave of 
technology with Offi ce 365 for your 
business.

What is Offi ce 365 (O365)? Many 
people initially thought O365 
was like Gmail from Google. Just 
another e-mail offering on the 
market. However, Microsoft’s 
goal was to create a suite full 
of applications and services to 
bring users into a more functional 
space that is easy to maintain. 
The additional Microsoft add-ons 
coupled with services like Skype 
for business, cloud storage options 
(like OneDrive) and even Microsoft 
Teams (a chat and collaboration 
program) may give any small to 
mid-sized company a leg up over 
the competition. 

Sounds expensive. Well, it’s really 
not. Surprisingly, implementing 
Offi ce 365 is the most expensive 
thing about switching. There is 
always a bit of migration to do 
when changing over to a new e-mail 
service, so the labor is truly the 
largest investment you’ll make. 
From there, the monthly per user 
costs for O365 are so low, that 
even annual renewals for software 
and e-mail services like these won’t 
save you money.

Ready to take a chance on Offi ce 
365?  If you’ve been keeping your 
eye on O365 for some time, it’s 
ready. We’ve had clients using it 
for years now. While some issues 
are unavoidable, we generally see 
them stem from internal network 
problems not directly from O365. If 
you’d like to learn more, give us a 
call today. 

Like us @
thedigitalarchitectsinc

Follow us @
TDATech
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actually retrieve your data. 
Backups can become corrupt 
and there is nothing worse than 
trying to retrieve a fi le only to fi nd 
the most recent backup is also 
compromised.

4.  Make sure your business Wi-Fi 
network is secure.  Wi-Fi networks 
are one of the most vulnerable 
sources for businesses today. While 
it is a major value add for visitors 
in your establishment, Wi-Fi can 
leave an open portal right into your 
network. We recommend creating 
a separate open Wi-Fi connection 
just for customers to use. 
Something completely separate 
from your regular network. Guests 
and employees should never have 
the same Wi-Fi connection.

5. Run a full Network Security 
Audit each year.  Has it been 
a while since you’ve looked at 
how your network works and 
cybersecurity? Give TDA a call 
and ask for a full review. There 
is no reason why they should not 
be able to show you where you 
stand. An annual assessment 
of your business network is an 
essential component to ensure 
your company is staying abreast of 
current threats. Your IT guys should 
be able to explain the antivirus 
software you have in place, share 
information about your fi rewall, 
identify the most recent updates 
and patches, show you the security 
practices they use to protect your 
sensitive information and most 
importantly your backup solution.  

Worried about backups or cyber 
threats?  We will conduct a FREE 
Network Security Audit to uncover 
any vulnerabilities. 

Contact TDA today
gethelp@tdai.net 
410.604.3215

Upgrade Or Just Update?
Software companies release updates often to add features, update current 
features and patch vulnerabilities. These updates address functionality and 
security concerns from users just like you. So, how do you know if you should 
just keep updating or if it’s time for 
an upgrade?

What are updates?  Updates simply 
modify the current product with the 
latest additional features, security 
patches, and enhancements. Regular 
updates will help keep your software 
secure. 

What is an upgrade?  Upgrading is 
replacing your current solution with 
a newer, often better, version of your 
software or a completely new type of 
program. This can be quite an undertaking. 

How do you know what’s best?  It’s all preference really. Some industries 
have specifi c software required to stay competitive. In this case, updates may 
be perfect. However, there are new software solutions released each year that 
enhance many functions for business. Explore additional options for your more 
generic programs annually. You may fi nd a new upgrade that could help you 
streamline your operations. 

Hackers Are Bobbing For Apple Macs
Historically, Apple Macs have rarely been a target for hackers. However, these 
past few years have been trying for Apple lovers. Attackers seem to be more 
focused on exploiting weaknesses believed to affect all Apple Mac equipment.  

Apple Macs are just safer, right?  We always hear people say they want Apple 
products because they are safer to use. While it is true, in the past Apple Macs 
were rarely a target for hackers, a new age of attacks is brewing and Apple 
users should be very cautious.

WindTale and WindTape take fl ight.  According to Karim, a researcher at 
DarkMatter (a reputable cybersecurity company), attackers have now found 
a way to get around all the native macOS security measures. WindTale and 
WindTape are just a few examples of malware that were specifi cally engineered 
to dig into Apple products, screen shot user activities and infi ltrate fi les on the 
computer.

How do these attacks happen?  Apple Mac products are still largely protected 
from harm. Phishing e-mails seem to be the largest culprit for infections. 

Here’s how it happens:  1) User receives a spear phishing e-mail containing a 
link to a site  2) A .zip fi le containing the malware is downloaded automatically 
when the link is clicked 3) The malware seeps into the macOS.

It’s as easy as bobbing for apples.  Clever hackers send loads of these e-mails 
daily to bob for unsuspecting Apple users. Be aware of the dangers. Do not open 
e-mails from people you do not know. Always double check the e-mail address 
and do not click on links in e-mails if you are at all concerned. Go directly to the 
vendor website or call the company to ensure the message is legitimate. 



Backup So You Can 
Recover In A Disaster

It’s that time of year again when 
winter storms take their toll on us. 
Natural disasters, physical threats, 
even man-made disasters can 
negatively impact your business. 

Plan for disasters.  Even small 
disruptions can knock things off 
track. Create a disaster recovery 
plan and contingency plan to 
keep your business afl oat when 
there are power outages, fl ooding 
or even theft. When employees 
know what to do and are confi dent 
in their ability to make the right 
decisions for your business, they 
are more likely to effi ciently handle 
any disaster.

Planning doesn’t have to be 
diffi cult.  There are a variety of 
resources on line to help get you 
started. Start by visiting your 
community web pages and make 
a list of emergency response 
phone numbers and contacts. 
Visit www.sbaonline.sba.gov 
or www.redcross.org for more 
details and resources to build your 
preparedness plans.

Be proactive about technology.  
When it comes to disasters, 
technology is a more diffi cult piece 
to remedy. No one wants to run 
in and out of a burning building 
to collect computers, monitors, 
servers or phones—that’s just 
crazy. So, think ahead. Put a daily 
offsite backup solution in place 
to ensure your company data is 
safe from harm. These backups 
can be restored on any computer 
so if you experience a total loss, 
your company can keep running 
from laptops and your environment 
can be more easily restored. Need 
help? Give us a call!

Section 179
If you’re seriously considering new equipment for your business, don’t miss 
out on the new limits for Section 179.

Give yourself a tax break for investing in your business technology.  Most 
people think the Section 179 deduction is too complicated or that they won’t 
qualify. Really, it just allows businesses to deduct the full purchase price of 
qualifying equipment and software during the tax year. Visit www.section179.
org for more details. 

Limits have changed.  The new 2018 deduction limit is $1,000,000 for new 
and used equipment as well as off-the-shelf software. However, the equipment 
must be purchased and put in place before December 31st.

Need assistance with fi nancing?  Ask us about options available including 
equipment lease fi nancing solutions that make it easy to acquire, manage 
and control your assets.  We can assist with simplifying the process allowing 
technology upgrades and possible tax savings, while preserving cash on hand.

Give us a call to review your equipment needs, providing pricing and 
schedule installation before 2018 Section 179 time runs out!
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Contact TDA today
gethelp@tdai.net 
410.604.3215
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Inquiring Minds...

“We must fi nd time to stop and thank the people who 
make a difference in our lives.” ~JFK

“Refl ect upon your present blessings, of which every 
man has plenty; not on your past misfortunes, of which 
all men have some.” ~Charles Dickens

“What we’re really talking about is a wonderful day set 
aside on the fourth Thursday of November when no one 
diets. 

I mean, why else would they call it Thanksgiving?”
~Erma BombeckClever 

Ashley Lednum
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Give Thanks   

Thanksgiving has always been a fun fi lled holiday for you 
and your family. It’s all about family, friends, food and 
time off to visit. So, how much do you really know about 
this holiday?  

Dishing it up.  There are a variety of pies, a dozen side 
dishes and ahhh... the turkey… it’s simply perfection, 
right? Sure, occasionally the dog will eat something, a 
family member is in a “mood”  or a small child devours 
an entire pie before dinner, but overall Thanksgiving is a 
fun holiday, right? Well, this year, share your new found 
knowledge at the dinner table. 

Thanksgiving wasn’t just a one day thing. When 

the Wampanoag Indians joined the Pilgrims for 
Thanksgiving, they decided to extend the affair to a 
three day event. I guess we kind of honor that still today 
with turkey day Thursday, black Friday shopping, football 
all weekend and Cyber Monday. Oh wait, we’ve even 
extended it from Thursday to Monday.

The original port of Plymouth in MA, still holds its 
17th century appeal. Did you know the English village 
and Wampanoag homes site is still a historic attraction 
today? Plymouth Plantation even sells tickets every June 
to draw in tourists to the attractions allowing people 
to indulge in authentic courses, learn the old tales of 
colonial life and hear century-old songs.

Turkey Day Knowledge

From our families to yours, have a very happy and safe Thanksgiving holiday season! 
May we all be well, thankful and count our blessings. 

Happy Thanksgiving!  


