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5 Top Cybersecurity Threats In
2019 Unearthed And How You Can
Secure Your Company
Data breaches, hacking, and
skimming -- all of it poses
a threat to consumers and
businesses during 2019. Be
aware of these top 5 threats
that are on the rise this year
and learn how to secure your
company.

“Today’s hackers are
very deft at outsmarting
security measures,” said

Michael Bruemmer, Experian
Vice President of Data Breach
Resolution, adding that,
“cybercriminals always seem to
stay a step ahead of new security
gates.” According to the Identity
Theft Resource Center (ITRC),
data breaches increased sharply
in 2018 with 1,027 breaches
reported and 57,667,911
records compromised.
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Experian’s 5 top threats for
2019 are really a bit of a shock.
Biometric hacking, skimming
major financial
institutions,
attacks on
wireless carriers,
breaches on
cloud services
are just a few
listed. Take a
look at the top
five and learn
how to protect
yourself and your
organization.

Private Browsing
Benefits

and laptops. Lock down your
business and personal accounts
with Two-Factor Authentication
(2FA) whenever possible.

Ever wonder what the incognito
feature is used for? Take a look,
you’ll love the benefits.

2) Clever skimming

Your browser tracks everything
you do. That includes the web

techniques on major financial
institutions accomplished with
hidden devices to steal credit
card information and invade
bank network computers with
undetectable malware are on
the rise. Protect your accounts
online with 2FA, use a password
manager even on your cell
phone and always verify e-mails
from your banking institution by
logging directly in to your account
online to view messages or
information.

3) Attacks on significant
wireless carriers have

simultaneous effects on iPhones
and Androids, stealing personal
information from millions of
phones and possibly disabling

addresses you visit, cookies that
track your activity, passwords
you’ve used and temporary ﬁles
that you have downloaded. Using
Incognito mode on Chrome or InPrivate Browsing on Edge doesn’t
track any of the things mentioned
above.

Private browsing may be helpful if you need to log into multiple
accounts at the same time. For
example, Google only lets you
log into one account per browser,
however, if you need to log in to
a second account, you can use a
private browser session. It doesn’t
store the information and it allows
for you to get what you need
without having to ﬁnd a totally new
browser or a new device to login.

Travel benefits too. Incognito
can also help you get the best
deals for your next trip. Travel
sites track what you’re looking
at and often raise prices if they
see you return to research the
same trip. Using a private browsing mode can actually save you
money on plane tickets and hotels.

1) Biometric
hacking and

detecting flaws in
touch ID sensors, passcodes, and
facial recognition are a new wave
of attacks. Although biometric
data is still the most secure
method of authentication, it can
be stolen or altered. So, don’t
get too comfortable with the new
features released on cell phones

wireless communications.
This type of target is virtually
impossible to prevent from a
consumer level, however, how
you use your devices could be a
saving grace.

(Continued on page 2)

Need Technical Help?
Contact TDA today
gethelp@tdai.net

5 Top Cybersecurity
Threats...
(Continued from page 1)

Do not keep critical business or
sensitive personal information
on your cell phone since it could
be compromised if your carrier is
attacked.
4) Cloud provider vulnerabilities.
A breach in the security operations of
your cloud vendor could jeopardize
your sensitive information too. Not all
cloud services have proper security
in place. Be sure to ask questions
when implementing a cloud solution.
Is your data encrypted when it is not
being used? Is there strong physical
security at the datacenter where the
cloud is hosted? Is there a firewall
solution? Are their intrusion detection
systems with event logs and someone
monitoring them? Be aware of the
risks and how to protect your company
data. These vulnerabilities are not a
problem for our clients that are in the
TDA cloud!
5) The gaming community will be
faced with cybercriminals posing as
gamers for access to its computers
and the personal data of trusting
players. According to the ITRC,
significant breaches from 20052017 rose from about 200 per year
to more than 1,300. Billions of data
pieces have been exposed, allowing
cybercriminals to monetize stolen
data, leading to an increased risk of
identity theft. While this doesn’t seem
like an issue that would impact your
office, many workers use their laptops
for personal gaming when they are
away from the office. Put the proper
security in place to avoid a breach by
implementing an Acceptable Use Policy
so everyone knows what is expected.
Where do I start? Create and
implement a Bring Your Own Device
(BYOD) policy and an Acceptable Use
Policy to set the standards for your
staff as well as reduce the risks for
an attack. In addition, implement 2FA
wherever possible to lock down your
company applications and information.

Need help? Give us a call today.
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410.604.3215

The Scoop On Why Every Small Business Needs IT
In today’s world, everything is digital. It’s important that your business has the
tools to keep up. Even if you are a business that isn’t in tech you need an IT
person to make sure that you are staying on top of things and to keep things
running smoothly.
Why is IT so important? One of the key reasons why IT is so important is
because your customers depend on you to make sure things are easier for them
and their information is secure. When trying to interact with your customers
they always depend on what’s the most convenient for them. In order to do
that, you need the technology to digitize everything you can including inventory
management, scheduling appointments, HR functions, and accounting, as well
as keep it secure.
Your customers are placing their business in your hands and they want to
know that their information is kept safe. They chose to work with you and expect
their business with you will be taken seriously. An IT provider gives you the
confidence to tell your customers their information is safe with you because of
your proactive approach.
An IT team can make sure that you are capable of providing all of the things
your customers truly need. If you do things to make your customers happy,
ensure their security, and make it easier for them to work with you they are
going to keep coming back for more. So, while you may see IT as an unwanted
expense, also recognize that it will actually bring you more profits in the long
run.

4 Dangerous Passwords
Even though remembering passwords is a pain, strong passwords can save you
a bundle in damages. Make sure to stay away from these terrible passwords:
1. Password, no matter how you use it, is a bad idea. No using P@ssword or
P@55w0rd! Just don’t use it at all.
2. QWERTY passwords. Stay away from anything in a line with your fingers on a
keyboard. These types of passwords are hacked very easily.
3. No birthdays or anniversaries. Anything in your social media is banned.
4. Your business name or information. Stay away from any common names for
your business, your address, or phone number if you’re putting a password
on a company account. A good rule of thumb, anything on your website
should be considered common knowledge.

How Does Two-Factor Authentication Actually Work?
A variety of applications and accounts online now offer password protection
with Two-Factor Authentication (2FA). This security combination will help you
keep all of your accounts locked down. Take a look at these great password tips
and learn how 2FA actually works.
Password tips
When creating passwords it is important to create a strong one. Many hackers
do not have the tools to figure out stronger passwords. You need to make sure
that your password is unique. The best way to do this is to use random strings
of letters, numbers and special characters, do not use real words. Creating
passwords with those unique tools makes it very tough for anyone to figure out.
Shake things up
You should also never, ever use the same password twice. It is always easier to
remember one password as opposed to having to remember a different one for
every account, but sometimes it’s worth the extra effort if you have secure data
that you do not want a hacker to get into. If you have a tough time remembering
passwords, sign up for a password site such as LastPass, they help you save
your passwords all in one secure location. Password programs like LastPass
even offer business plans so you can share accounts with other authorized
users safely.
Why aren’t strong passwords enough?
Login’s were created to restrict the use of an account or program only to
the preapproved user logging in. Unfortunately, malicious criminals attack
everything these days from government entities, to companies and even
personal accounts online. Changing your password regularly can help deter an
attack but may never eliminate you as a target. In addition, we are all human
and have lousy memories and a ton of login credentials to remember. At
some point security fatigue sets in and you find yourself using one password
for everything again even though there are really no signs that cybercrime is
slowing down.
Take every precaution to protect yourself and your company.
Two-Factor Authentication is an additional layer of security. If you have a
program or site that offers a 2FA feature you should take advantage of it. This
makes it impossible for hackers to get into your account.
How does 2FA actually work?
Not only do you use your strong password to log in, but you also need another
verification method such as a text message authorization, e-mail confirmation or
authenticator program code to open your account. This is how it works:
1. Go to your site and log in with your user name and password.
2. The 2FA pops up on your screen asking for your authorization code.
3. You check your text or e-mail and enter the code displayed.
4. After the code is verified, the account is logged in and ready for use.

In Our Community
Talisman Therapeutic Riding (TTR)
provides a unique form of healing through the use of horses and
nature. Located on a remarkable
farm on the Chesapeake Bay, Talisman has programs that serve a
wide variety of groups.

TDA became involved with Talisman Farm, not only because they
are in our community but from the
influence of one of our beloved
clients, TCG Development Advisors.
All of our staff agree that visiting
the farm for a walk or participating
in any of the activities provides an
amazing sense of relaxation and
satisfaction in helping others.
In 2018, Talisman became the
recipient of TDA’s Community IT
Project Grant with the design and
development of a completely new
web site to showcase TTR’s programs.
Members of the TDA family actively
participate in fundraising activities
and volunteer their personal time
in support of TTR.
Visit their new website at www.
talismantherapeuticriding.org

Get started today!
Need help implementing a company wide password management system?
Want to learn more about 2FA?

Give us a call, we’re here to help. 410-604-3215

Need Technical Help?
Contact TDA today
gethelp@tdai.net
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Inquiring Minds...
Why Are Software Updates So Important? If you have outdated software you are putting your business data at
risk. Not upgrading your software can leave your system open to hackers. It can be frustrating having to update
things on a regular basis or having a pop-up notification when you are in the middle of a task telling you that it’s
time for an update. However, if you keep putting off those updates and never do them, then your computer and
your important business information will be at risk.
If your software is behind, that can lead to frequent and lengthy IT outages. If you’re constantly having to call for
IT help then you’re losing money and important time. The best thing to do is set up a time to do the updates on a
regular basis. You can pick a time each day to be sure that your system doesn’t need to be updated. Technology
is constantly growing and changing. It is designed to grow with everything around it that is constantly evolving
too. If you get far behind, data can be lost with newer versions of the technology and you may end of leaving your
company vulnerable to an attack.
Software upgrades are not something to ignore. It’s important if you value your company’s security, profitability,
and productivity to keep all your systems updated. Be sure to set up the tools that you need and reminders to keep
your business software up to date and continuously check to see if you have the latest technology for your business
needs. Don’t forget your servers, firewalls, laptops and mobile devices fall into this same category. They all require
regular attention to stay current. TDA managed service plans can take care of all updates and maintenance.
Phishing Attack Tips - Don’t Take The Bait! There have been a lot of phishing attacks and un-wanted e-mails
with attachments lately. Here are three quick tips to share with your staff so everyone can stay on top of e-mail
attachment security.
1) Do you need it?
2) Do you know what it is?
3) Do you know the sender?
As a general rule, unless you specifically requested that someone e-mail you a file, don’t open the attachment.
Attempt to reach the sender by phone to confirm the file. Still not sure? Call TDA today!
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