
While your cousin’s neighbor 
or Billy Bob in sales may know 
a lot about computers, how 
much time can you really 
spend bogged down with 
technology issues before your 
business loses money? Is 
your company safe? Consider 
greater risks like natural 
disasters, does your answer 
change?  

Can you afford to close the 
doors of your business for 2 
days?  Imagine if your network 
went down due to a virus attack, 
hardware issues or 
software problems (all 
common in a standard 
year of operations for 
small businesses in the 
U.S.). How long would it 
take to get your company 
up and running again? 
Could you recover 
everything 100%? 

Let’s put a price on the 
losses.  Quantify how 
much money you’re losing 
each year due to minor 
technology issues. Don’t 
forget to include losses 
associated with paying 
employees to work when 
they really aren’t able, 
missed opportunities 
to serve your current 
clients, and potential 
customer sales lost due to 
downtime.  

IT risks are inevitable, be 
prepared!  Unfortunately, 
risk is a part of business; the 
question is how you handle 
situations that arise. Will you be 
a proactive business owner with 
a plan or will you fix things only 
when they’re broken? Lessen 
the intensity and pain when 
downtime strikes; gather your 
resources and create a plan so 

you can take action immediately 
when the time comes. 

Identify risks and create 
realistic solutions. Take time 
to assess risks that can impact 
your business and create a 
Business Continuity Plan or 
roadmap to navigate your 
company operations during 
adverse conditions. To get 
started, take a look at the 
threats associated with your 
business like earthquakes, 
fires, floods, malware attacks, 
utility outages, or even thefts. 

While each company has a little 
different list of threats, all of 
these risks ultimately have the 
same negative impact and there 
are many common recovery 
options to explore.

Preventative steps and action 
plans.  After you’ve identified the 
risks, take a look at preventative 
measures and plan solutions to 
ensure your business will 
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Spring into IT!

Coronavirus  
Phishing Attacks

Now that the Coronavirus is 
with us physically it is also 
causing issues in the digital 
world by being used in e-mail 
phishing attacks to infect com-
puters. Learn what to look for.

The infected emails contain...
links to pdfs or .doc files. The 
links may appear to come from 
the CDC or even a coworker, but 
in fact, redirect users to a page 
that appears to be Outlook. Or, it 
can offer ‘safety measures’ in the 
form of a pdf. Clicking on any of 
these links exposes users to mal-
ware designed to access bank 
accounts, financials, and even 
bitcoin wallets.

Major events or holidays have 
also been used. Coronavirus was 
infamously used to invite recipi-
ents to a demonstration by global 
warming activist Greta Thunberg. 
It has also been used in invita-
tions to Christmas and Halloween 
parties. 

Protect yourself by never opening 
attachments from an unknown 
sender unless you confirm over 
the phone that the attachments 
are legitimate for your business. 
Be sure to inform all your staff 
and coworkers of the dangers 
phishing scams pose for your 
company. Awareness is the best 
prevention. 

Need Technical Help?
Contact TDA today

gethelp@tdai.net 
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continue even when there is trouble. 
Preventative measures may include 
things like off-site backup, flood and 
fire planning, additional resources for 
communication if the phone lines are 
down, secondary computers and/or an 
alternate worksite.

Prepare an action plan so everyone 
in your company knows just what 
to do in an emergency. Create a 
list of who to call in an emergency: 
managers, utilities, repair resources, 
and emergency response groups like 
your local fire station, police, and 
EMTs. Be sure to include insurance 
information too like the carrier name, 
policy number, and contact information 
as well as a list of assets with serial 
numbers to ensure you can claim and 
report losses as needed. 

Are you prepared for the 
unexpected?  Even if you are not 
anticipating a natural disaster, smaller 
issues like a building fire, flooding 
from a broken water heater, or a cyber 
attack can be just as devastating. 
Planning ahead may mean the 
difference between recovering 
gracefully with minimal damages and 
closing your doors for good. 

Ready to get started?  If you need 
a hand evaluating your IT systems to 
avoid a pinch in an emergency, give 
us a call. We can help you analyze 
your current IT structure, identify risks, 
and set up a plan for preventative 
measures. We offer ongoing 
monitoring and support from our 
knowledgeable IT staff and low fixed 
monthly contract rates to cover all your 
IT support needs.

Offload your IT woes to a team 
of  IT experts dedicated to the well 
being of your business. So you can 
focus on what really counts, keeping 
your doors open even in a crisis.

Give us a call today! 
410.604.3215

Top VoIP Service Features For Businesses
Tired of your traditional landline telephone lacking flexibility and features? 
Business VoIP telephone services may be the perfect solution.

VoIP (Voice over Internet Protocol) telephone services, you can put your 
communications in a more accessible outlet with advanced features everyone 
will love. This cloud based solution will unite your entire business on one easy to 
use platform. 

These top 9 features are just a few of the reasons why we are seeing such a 
shift this year. Watch out telephone company, smart business owners want 
more from their providers like:  

1. Call recording

2. Lower costs without losing features

3. Accessibility anywhere, anytime

4. Voicemail transcription right to your inbox

5. Enhanced call quality

6. Always-on reliability

7. Virtual concierge when you need assistance

8. Top notch security features

9. Conference calling 

We’d love to see your current phone bill and show you your savings with a new 
VoIP system. 

Ready to take the next step? Give us a call today!

410.604.3215

Your Security is Important to Us
Starting April 2020, all on-site TDA Technicians 
will be wearing photo ID badges. 

If a technician comes to your office without 
a TDA ID badge, please do NOT allow the 
technician to access to your office and/or 
equipment. 

Multi-layer security is critical to safeguarding 
your business and IT.

TDA badges are yet another layer in the 
network security provided by your TDA Team.

If any questions, please contact TDA.



Don’t Give IT up! 3 Steps To Improve Your 
Cybersecurity
As we approach the end of the first quarter of the year, 2020 promises a new 
slew of cyberattacks. Don’t underestimate the importance of cybersecurity for 
your company. Take a look at these three steps to protect your business from 
malicious activities:

61% of cyberattacks are launched against small businesses  
Are you taking the proper steps to secure your company? Don’t give up on IT. 
Many business owners are just discouraged with the amount of garbage rushing 
at them when it comes to cybersecurity. So, 
we’ve dug up a few steps for you to take to 
protect your business from cyberattacks.

1. Teach your employees how to spot an 
attack. 
Training your employees is your first line of 
defense. The human element can be a huge 
shortcoming or a major advantage depending 
on their education. Be proactive. Train your 
employees how to protect your company. Hold 
a seminar (TDA can help!) to discuss current 
dangers or threats. Show them what malware 
might look like and how to address a potential 
threat when they identify a rising issue. 

Show your staff real examples. 
Give your people some examples to 
demonstrate how tricky messages are pushing 
their way in and causing such a disturbance. 
Most recently, we’ve see a rise in the number 
of spoof emails from company owners and officers. Even though the message 
may look legitimate and the name could come through perfectly, teach them to 
always look at the actual senders address. One recent message we found was 
from a company owner to their controller simply asking what the limit was for an 
account transfer. When the controller replied, the fake officer tried to have her 
setup a transfer to an unknown source. 

2. Regularly update your systems. 
Software and hardware alike need equal attention in this department. Install 
updates regularly to protect your data. Delaying even basic routine updates 
could leave you wide open to an attack. Updates and patches are a great way 
to stay current on known issues and protect your company from catastrophic 
infections.

3. Push for a current assessment of your network. 
If you haven’t had a full assessment of your network recently, it’s time! Have an 
IT company come in and review your entire network. Running a business is hard 
enough without the headaches of cyberattacks slowing you down and costing 
you precious resources. You don’t have time to do everything on your own and 
no one can keep your IT safer than a company whose business is IT.

We will assess your network for FREE!   
Our Network Assessment will give you a full report of items to address to protect 
your company in the coming year. A good network assessment should offer you 
reports that show a true picture of what needs to be updated, upgraded, and 
what should be replaced. Be sure to ask for a post-assessment report to see 
exactly what cybersecurity obstacles you’re facing and how to combat these 
vulnerabilities. 3

Need Technical Help?
Contact TDA today

gethelp@tdai.net 

Top 3 Types of Attacks: 
A Hackers Pot of Gold

Just because you’re a small 
business doesn’t mean that you’re 
safe from a hack. Small business 
owners often times think that they 
have nothing to worry about when 
it comes to hackers because they 
feel like they don’t have enough 
information worthy of a hacker 
stealing. However, it’s quite the 
opposite. 

Hackers are more inclined to hack 
smaller businesses because they 
know that small business owners think 
this way. It actually makes it easier for 
them to get in their systems and take 
the confidential information they want. 
Here is a list of the top three types of 
attacks you should be aware of and 
share with your coworkers.

1. Phishing and spear phishing 
attacks are hitting inboxes daily. 
Be sure to think critically about all 
messages received before replying, 
analyze the e-mail header carefully, 
hover over links before you click to 
ensure they are legitimate, and call 
the sender if you’re unsure about the 
message content. 

2. Malware attacks are described 
as an unauthorized software 
installation. Unfortunately, these are 
pretty stealth attacks that can attach 
themselves and replicate quickly within 
your network. This type of attack is 
extremely dangerous because they’re 
difficult to detect and remediate.

3. Cloud jacking. Because of the 
increase in cloud storage usage, 
there are a handful of vulnerabilities 
that are now more concerning than 
ever. Be sure you’re using multi-factor 
authentication whenever possible, 
change your passwords regularly, and 
use strong passwords to protect your 
data. In addition, consider setting up 
a VPN and encryption to ensure your 
company stays safe. 
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Let’s Get Physical About Security. Theft is on the rise. Physical security is often overlooked. Many people don’t 
consider physical access when they think of cyber security, but they should. Physical security, or access control as 
a true geek would say, is one of the most overlooked and least expensive security measures you can implement for 
your company. My friend Josh knows this first hand.

We’re not saying you need a 24/7 security guard... but honestly how old is your surveillance system? Do you 
even know who is really coming and going in your office? Who has physical access to your servers or networking 
equipment? Most companies are relaxed on these types of security measures. Their server closet is just another 
door in a hallway. Their router and firewall are just shoved under a desk in the front lobby. Who’s to say a prospect 
scoping our your company couldn’t just pop into the server closet and cause catastrophic harm to your business? 

Easy access controls that kept Josh safe. Setup a few basic access controls to kick off your physical security 
strategy. Look into proper door, window and emergency exit alarms to lock down your office. This is how Josh kept 
his company safe. When burglars tripped the alarms on his emergency exits at 2 AM, Josh woke to a phone call 
from the alarm company. He rushed down to the office after calling the police to find that the villains had pried 
the emergency exit on the roof open and obtained access to his office. Fortunately, his quick call to the police had 
the thieves on edge with all the commotion outside. They didn’t even attempt to get though the deadbolts on the 
server or file room doors. They only stole a few tower computers from the reception area, but luckily Josh had all his 
important data stored elsewhere so he was able to walk in the next day with his employees, fire up some laptops 
and continue business with absolutely no interruption. In just a few short weeks, the insurance company paid for 
the physical repairs for his office and even replaced the computers!

This is a best case scenario… don’t be a statistic! Review your current physical security structure. Be sure your 
company is protecting the right equipment with the right measures. Implement door security, alarms on windows 
and doors, access controls, and video surveillance to keep your organization physically safe. A multilayered security 
strategy including physical security measures is critical to protect your digital assets.

Still not sure? Call TDA today! We can do IT.

Wendy Panor


